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Ref # 


Hits 


Search Query 


DBS 


Default 
Operator 


Plurals 


Time Stamp 


L1 


108 


("709"/$.ccls. "3807$. 
eels, or "713"/$.ccls. or 
"726"/$.ccls.) and 
(("industrial controller" 
factory factories pic 
"programmable logic" 
security) adj1 ("physical 
security" or alarm or 
framework or model$ or 
analysis analyze manag$ 
or valida$) with (architeS 
or tool? or system? or 
methodologS)) and 
((defen$ or prevents or 
protects or mitigat$) adj1 
(rouge or maliciou$ or 
Ssecui ity or threat? or 
attack? or issue? or 
vulnei abilit$)) and (benefi 
$ or risk$ or cost$ or 
model$ or outputs or 
asset? or auditS) and 
@ad< "20021 021" 


US-PGPUB; 
USPAT; EPO; 
JPO; 

DERWENT 
I BMTDB 


OR 


OFF 


2009/05/26 
15:26 


L2 


6 


(713/166.ocls.) and 
(("industrial controller" 
factory factories pic 
"programmable logic" 
security) adj1 ("physical 
security" or alarm or 
framework or model$ or 
analyS or managS or 
validaS) with (architeS or 
tool? or system? or 
methodologS)) and 
((defen$ or prevents or 
protects or mitigatS) adj1 
(rouge or maliciouS or 
Ssecurity or threat? or 
attack? or issue? or 
vulnei abilit$)) and (benefi 
$ or risk$ or cost$ or 
models or outputs or 
asset? or auditS) and 
@ad< "20021 021" 


US-PGPUB: 
USPAT EPO; 
JPO 

DERWENT; 
IBM TDB 


OR 


OFF 


20097 05/26 
15:29 
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[L3 


313 


(713/166.ccls.) and 


US-PGPUB; 

I ICDAT- con- 

JPO; 

DERWENT 
I BMTDB 


OR 


OFF 


2009/05/26 




6 


(713/166.ccls.) and 
((factor$3 pic 
"programmable logic" 
security) adj1 ("physical 
security" alarm framework 
model$ analy$ manag$ 
validaS) with (archite$ 
tool? system? methodolog 
$)) and ((defen$ prevents 
protects mitigatS 
countermeasurS) adj1 
(rouge malicious 
Ssecurity threat? attack? 
issue? vulnerabilitS)) and 
(benefi$ risk$ cost$ model 
$ outputs asset? audits 
reqard$3) and 
@ad< "20021 021" 


US-PGPUB; 
USPAT; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


OFF 


2669/65/26 
16:24 


p 


113 


("709"/$.ccls. or "380"/$. 
eels, or "713"/$.ccls. or 
"726"/$.ccls.) and ((factor 
$3 pic "programmable 
logic" security) adj1 
("physical security" alarm 
framework model$ analy$ 
manag$ valida$) with 
(archite$ tool? system? 
methodologS)) and 
((defen$ prevents protect 
$ mitigatS countermeasur 
$) adj1 (rouge malicious 
Ssecurity threat? attack? 
issue? vulnerabilitS)) and 
(benefiS risk$ cost$ model 
$ outputs asset? audits 
reqard$3) and 
@ad< "20021 021" 


US-PGPUB; 
USPAT; EPO; 
JPO 

DERWENT; 
IBM TDB 


OR 


OFF 


2009/05/26 
16:26 
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S5 


2 


("709" S.ccls. oi "380" $. 
eels, or "713"/$.ccls. or 
"7267$.ccls.) and 
((factory or factories or 
pic or "programmable 
logic" or security) adj1 
(analysis or manag$ or 
valida$) with (tool? or 
system? or methodolog$)) 
and (mitigat$ adj1 
(security or threat? or 
attack? or issue? or 
vulnei abilit$)) and 
@ad< "20021 021" 


US-PGPUB; 
USPAT EPO: 
JPO 

DERWENT; 
IBMTDB 


OR 


OFF 


2007/06/14 
14:59 


S6 


7 


((factory or factories or 
pic or "programmable 
logic" or security) adj1 
(analysis or manag$ or 
valida$) with (tool? or 
system? or methodolog$)) 
and (mitigat$ adj1 
(security or threat? or 
attack? or issue? or 
vulnei abilit$)) and 
@ad< "20021 021" 


US-PGPUB; 
USPAT; EPO; 
JPO; 

DERWENT; 
IBMTDB 


OR 


OFF 


2007/06/14 
15:00 


S7 


9 


(($commerce or manufact 
$ or factory or factories or 
pic or "programmable 
logic" or security) adj3 
(analy$ or manag$ or 
valida$) with (tool? or 
system? or methodolog$)) 
and (mitigat$ adj1 
(security or threat? or 
attack? or issue? or 
vulnerabilit$)) and 
@ad< "20021 021" 


US-PGPUB 
USPAT; EPO; 
JPO: 

DERWENT; 
I BMTDB 


OR 


OFF 


2007/06/14 
15:08 


S8 


9 


((Scommerce or manufact 
$ or factory or factories or 
pic or "programmable 
logic" or security) adj3 
(analy$ or manag$ or 
valida$) with (tool? or 
system? or methodolog$)) 
and (mitigat$ adj1 
(security or threat? or 
attack? or issue? or 
vulnerabilit$)) and (risk$ 
or cost$ or model$ or 
outputs or asset? or audit 
$) and @ad< "20021 021" 


USPGPUB; 
USPAT; EPO; 
JPO 

DERWENT; 
IBM TDB 


OR 


OFF 


2007/06/14 
15:15 
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S9 


27 


(($commerce or manufact 
$ or factory or factories or 
pic or "programmable 
logic" or security) adj3 
(analy$ or manag$ or 
valida$) with (tool? or 
system? or methodolog$)) 
and (mitigat$ adj3 
(security or threat? or 
attack? or issue? or 
vulnerabilit$)) and (risk$ 
or cost$ or model$ or 
outputs or asset? or audit 
$) and @ad< "20021 021" 


US-PGPUB; 
USPAT EPO: 
JPO 

DERWENT; 
IBM TDB 


OR 


OFF 


2007/06/14 
15:23 


S10 


27 


(("assembly line" or "shop 
floor" or Scommerce or 
manufactS or factory or 
factories or pic or 
"programmable logic" or 
security) adj3 (analy$ or 
managS or valida$) with 
(tool? or system? or 
methodologS)) and 
(mitigat$ adj3 (security or 
threat? or attack? or 
issue? or vulnerabilit$)) 
and (risk$ or cost$ or 
model$ or outputs or 
asset? or auditS) and 
@ad< "20021 021" 


US-PGPUB; 
USPAT EPO: 
JPO' 

DERWENT; 
IBMTDB 


OR 


OFF 


2007/06/14 
15:31 


S11 


38 


(("assembly line" or "shop 
floor" or Scommerce or 
manufactS or factory or 
factories or pic or 
"programmable logic" or 
security) adj3 (model$ or 
analyS or managS or 
validaS) with (architeS or 
tool? or system? or 
methodologS)) and 
(mitigatS adj3 (rouge or 
maliciouS or Ssecurity or 
threat? or attack? or 
issue? or vulnerabilitS)) 
and (risk$ or cost$ or 
models or outputs or 
asset? or auditS) and 
@ad< "20021 021" 


US-PGPUB; 
USPAT; EPO; 
JPO 

DERWENT; 
IBM TDB 


OR 


OFF 


2007/06/14 
16:10 
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S15 


0 


(((corporate or 
corporation? or factory Ol- 
factories or manufactu$ 
or propri$ or business) 
adj2 (asset? or property 
or artifacS)) with (model$ 
or analy$ or manag$ or 
valida$) with (archite$ or 
tool? or system? or 
methodologS)) and 
(mitigat$ adj3 (rouge or 
maliciou$ or $security or 
threat? or attack? or 
issue? or vulnerabilit$)) 
and (risk$ or cost$ or 
model$ or outputs or 
asset? or auditS) and 
@ad< "20021 021" 


US-PGPUB: 
USPAT EPO: 
JPO; 

DERWENT; 
IBMTDB 


OR 


OFF 


2007/06/14 
16:06 


S16 


1 


(((corporate or 
corporation? or factory or 
factories or manufactuS 
or propi i$ or busines$) 
adj2 (asset? or property 
or artifacS)) with (model$ 
or analyS or manag$ or 
validaS) and (architeS or 
tool? or system? or 
methodologS)) and 
(mitigatS adj3 (rouge or 
maliciou$ or Ssecurity or 
threat? or attack? or 
issue? or vulnerabilitS)) 
and (risk$ or cost$ or 
models or outputs or 
asset? or auditS) and 
@ad< "20021 021" 


US-PGPUB; 
USPAT; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


OFF 


2007/06/14 
16:08 


S17 


1 


((("supply chain" or 
corporate or corporation? 
or factory or factories or 
manufactuS or propriS or 
business) adj2 (asset? or 
property or artifacS)) with 
(framework or model$ or 
analyS or managS or 
validaS) and (arch it e$ or 
tool? or system? or 
methodologS)) and 
(mitigatS adj3 (rouge or 
maliciouS or Ssecurity or 
threat? or attack? or 
issue? or vulnerabilitS)) 
and (risk$ or cost$ or 
models or outputs or 
asset? or auditS) and 
@ad< "20021 021" 


USPGPUB; 
USPAT EPO: 
JPO 

DERWENT; 
IBM TDB 


OR 


OFF 


2007/06/14 
16:08 
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SI 8 


40 


((propri$ or business or 
"assembly line" or "shop 
floor" or Scommerce or 
manufactS or factory ol- 
factories or pic or 
"programmable logic" or 
security) adj3 (framework 
or model$ or analyS or 
managS or validaS) with 
(architeS or tool? or 
system? or methodologS)) 
and (mitigatS adj3 (rouge 
or maliciouS or Ssecurity 
or threat? or attack? or 
issue? or vulnerabilitS)) 
and (risk$ or cost$ or 
models or outputs or 
asset? or auditS) and 
@ad< "20021 021" 


US-PGPUB; 
USPAT EPO: 
JPO; 

DERWENT 
I BMTDB 


OR 


OFF 


2007/06/14 
16:14 


S19 


40 


( (pi opi i$ or business or 
"assembly line" or "shop 
floor" or Scommerce or 
manufactS or factory or 
factories or pic or 
"programmable logic" or 
security) adj3 (alarm or 
framework or model$ or 
analyS or managS or 
validaS) with (architeS or 
tool? or system? or 
methodologS)) and 
(mitigatS adj3 (rouge or 
maliciouS or Ssecurity or 
threat? or attack? or 
issue? or vulnerabilitS)) 
and (risk$ or cost$ or 
models or outputs or 
asset? or auditS) and 
@ad< "20021 021" 


US-PGPUB; 
USPAT EPO: 
JPO: 

DERWENT 
I BMTDB 


OR 


OFF 


2007/06/14 
16:49 


S20 


41 


((industrS or propriS or 
business or "assembly 
line" or "shop floor" or 
Scommerce or manufactS 
or factory or factories or 
pic or "programmable 
logic" or security) adj3 
(alarm or framework or 
models or analyS or 
managS or validaS) with 
(architeS or tool? or 
system? or methodologS)) 
and (mitigatS adj3 (rouge 
or maliciouS or Ssecurity 
or threat? or attack? or 


US-PGPUB; 
USPAT; EPO; 
•JPO 

DERWENT; 
IBM TDB 


OR 


OFF 


2007/06/14 
16:18 
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issue? or vulnerability)) 
and (benefi$ or risk$ or 
cost$ or model$ or output 
$ or asset? or audit$) and 
@ad< "20021 021" 










|S21 


3013 


((industr$ or propri$ or 
business or "assembly 
line" or "shop floor" or 
Scommerce or manufact$ 
or factory or factories or 
pic or "programmable 
logic" or security) adj3 
(alarm or framework or 
model$ or analyS or 
managS or validaS) with 
(architeS or tool? or 
system? or methodologS)) 
and (defen$ or prevents 
or protects or mitigatS 
adj3 (rouge or maliciouS 
or Ssecui ity or threat? or 
attack? or issue? or 
vulnerabilitS)) and (benefi 
$ or i isk$ or cost$ or 
modelS or outputs or 
asset? or auditS) and 
@ad< "20021 021" 


US-PGPUB; 
USPAT EPO: 
JPO; 

DERWENT; 
IBMTDB 


OR 


OFF 


2007/06/14 
16:29 


|S22 


538 


((industrS or propriS or 
business or "assembly 
line" or "shop floor" or 
Scommerce or manufactS 
or factory or factories or 
pic or "programmable 
logic" or security) adj3 
(alarm or framework or 
modelS or analyS or 
managS or validaS) with 
(architeS or tool? or 
system? or methodologS)) 
and ((defen$ or prevents 
or protects or mitigatS) 
adj3 (rouge or maliciouS 
or Ssecurity or threat? or 
attack? or issue? or 
vulnerabilitS)) and (benefi 
$ or risk$ or cost$ or 
modelS or outputs or 
asset? or auditS) and 
@ad< "20021 021" 


US-PGPUB; 
USPAT; EPO; 
JPO; 

DERWENT; 
IBM TDB 


OR 


OFF 


2007/06/14 
16:34 
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!S23 


374 |( (factory or factories or 
iplc or "programmable 
ilogic" or security) adj3 
|(alarm or framework or 
jmodelS or analy$ or 
imanagS or valida$) with 
i(archite$ or tool? or 
i system? or methodolog$)) 
land ((defen$ or prevents 
ior protects or mitigatS) 
!adj3 (rouge or maliciouS 
ior Ssecurity or threat? or 
lattack? or issue? or 
ivulnerabilitS)) and (benefi 
|$ or risk$ or cost$ or 
imodelS or outputs or 
i asset? or audit$) and 
i@ad< "20021 021" 


US-PGPUB; 
USPAT EPO: 
JPO 

DERWENT; 
IBMTDB 


OR 


OFF 


2007/06/14 
16:38 


|S24 


255 


((factory or factories or 
pic or "programmable 
logic" or security) adj1 
(alarm or framework or 
model$ or analy$ or 
managS or valida$) with 
(architeS or tool? or 
system? or methodologS)) 
and ((defen$ or prevents 
or protects or mitigatS) 
adj3 (rouge or maliciouS 
or Ssecurity or threat? or 
attack? or issue? or 
vulnerability)) and (benefi 
$ or risk$ or cost$ or 
models or outputs or 
asset? or auditS) and 
@ad< "20021 021" 


US-PGPUB; 
USPAT; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


OFF 


2007/06/14 
16:41 


|S25 


148 


((factory or factories or 
pic or "programmable 
logic" or security) adj1 
("physical security" or 
alarm or framework or 
models or analyS or 
managS or validaS) with 
(architeS or tool? or 
system? or methodologS)) 
and ((defen$ or prevents 
or protects or mitigatS) 
adj1 (rouge or maliciouS 
or Ssecurity or threat? or 
attack? or issue? or 
vulnei abilit$)) and (benefi 
$ or risk$ or cost$ or 
models or outputs or 
asset? or auditS) and 
@ad< "20021 021" 


US-PGPUB; 
USPAT; EPO; 
JPO; 

DERWENT 
IBM TDB 


OR 


OFF 


2007/06/14 
16:45 
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S27 


0 


((factory or factories or 
pic or "programmable 
logic") adj3 (alarm or 
framework or model$ or 
analy$ or manag$ or 
valida$) with (archite$ or 
tool? or system? or 
methodologS)) and 
((defen$ or prevents or 
protects or mitigatS) adj3 
(rouge or maliciouS or 
Ssecurity or threat? or 
attack? or issue? or 
vulnerabilitS)) and 
"physical security" and 
(benefiS or i isk$ or cost$ 
or model$ or outputs or 
asset? or auditS) and 
@ad< "20021 021 " 


US-PGPUB; 
USPAT EPO: 
JPO; 

DERWENT; 
IBM TDB 


OR 


OFF 


2007/06/14 
16:48 


S28 


299 


(713/166.ccls.) and 
@ad< "20021 021" 


US-PGPUB; 
USPAT; EPO; 
JPO; 

DERWENT 
I BMTDB 


OR 


OFF 


2008/07/16 
16:18 


S29 


5 


(713/166.ocls.) and 
((factory or factories or 
pic or "programmable 
logic" or security) adj1 
("physical security" or 
alarm or framework or 
models or analyS or 
managS or validaS) with 
(architeS or tool? or 
system? or methodologS)) 
and ((defen$ or prevents 
or protects or mitigatS) 
adj1 (rouge or maliciouS 
or Ssecurity or threat? or 
attack? or issue? or 
vulnerabilitS)) and (benefi 
$ or risk$ or cost$ or 
models or outputs or 
asset? or auditS) and 
@ad< "20021 021" 


US-PGPUB; 
USPAT; EPO; 
JPO: 

DERWENT; 
IBM TDB 


OR 


OFF 


2008/07/16 
16:18 
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|S31 


106 j("7097$.ccls. or "3807$. 
jccls. or "7137$.ccls. or 
j"7267$.ccls.) and 

industrial controller" 
ifactory factories pic 
^'programmable logic" 
isecurity) adj1 ("physical 
jsecurity" or alarm or 
Iframework or model$ or 
^analysis analyze manag$ 
ior valida$) with (archite$ 
lor tool? or system? or 
imethodolog$)) and 
i((defen$ or prevents or 
!protect$ or mitigat$) adj1 
!( rouge or maliciou$ or 
insecurity or threat? or 
jattack? or issue? or 
ivulnerabilit$)) and (benefi 
;$ or risk$ or cost$ or 
|model$ or outputs or 
lasset? or audit$) and 
!@ad< "20021 021" 


US-PGPUB; 
USPAT; EPO; 
JPO; 

DERWEMT 
I BMTDB 


OR 


OFF 


2008/07/16 
16:23 


|S32 


307 j(713/166.ccls.) and 
^@ad< "20021 021" 


US-PGPUB; 
USPAT" EPO" 
JPO: 

DERWENT 
IBM TDB 


OR 


OFF 


2008/12/29 
17:12 
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